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TITLE 18—CRIMESAND CRIMINAL
PROCEDURE

This title was enacted by act June 25, 1948, ch. 645, 81, 62 Sat. 683

Part
. Crimes
. Criminal Procedure
1. Prisons and Prisoners
V. Correction of Youthful Offenders
V. Immunity of Witnesses
EDITORIAL NOTES

AMENDMENTS
1970—Pub. L. 91452, title 11, 8201(b), Oct. 15, 1970, 84 Stat. 928, added Part V.
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STATUTORY NOTESAND RELATED SUBSIDIARIES

POSITIVE LAW; CITATION

Act June 25, 1948, ch. 645, 81, 62 Stat. 683, provided in part that: "Title 18 of the United States Code,
entitled 'Crimes and Criminal Procedure, is hereby revised, codified and enacted into positive law, and may
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becited as'Title 18, U.S.C., &—.""

LEGISLATIVE CONSTRUCTION

Act June 25, 1948, ch. 645, 819, 62 Stat. 862, provided that: "No inference of alegidative construction isto
be drawn by reason of the chapter in Title 18, Crimes and Criminal Procedure, as set out in section 1 of this
Act, in which any particular section is placed, nor by reason of the catchlines used in such title."

SEPARABILITY

Act June 25, 1948, ch. 645, 818, 62 Stat. 862, provided that: "If any part of Title 18, Crimes and Criminal
Procedure, as set out in section 1 of this Act, shall be held invalid the remainder shall not be affected thereby."

EFFECTIVE DATE

Act June 25, 1948, ch. 645, 820, 62 Stat. 862, provided that the revision of thistitle shall be effective Sept.
1, 1948.

EXISTING RIGHTSOR LIABILITIES

Act June 25, 1948, ch. 645, 8§21, 62 Stat. 862, provided in part that any right or liabilities now existing
under repealed sections or parts thereof shall not be affected by the repeal.

REPEALED, TRANSFERRED, AND OMITTED SECTIONS

All former sections of Title 18 were repealed, transferred to other titles, or omitted by said act June 25,
1948, except for sections 595, 644, 7261, 726a, 729, 730, and 732 which were repealed by act June 25, 1948,
ch. 646, 62 Stat. 687, the act revising and codifying Title 28, Judiciary and Judicial Procedure, into positive
law.

PART [—CRIMES

Chap. Sec.
1 General provisions 1
2. Aircraft and motor vehicles 31
3. Animals, birds, fish, and plants 41
5 Arson 8l
7 Assault 111
9. Bankruptcy 151
10. Biological weapons 175
11. Bribery, graft, and conflicts of interest 201
11A. Child support 228
11B.  Chemical Weapons? 229
12. Civil disorders 231
13. Civil rights 241
15. Claims and servicesin matter s affecting gover nment 281
17. Coinsand currency 331
17A. Common carrier operation under the influence of alcohol or drugs 341
18. Congressional, Cabinet, and Supreme Court assassination, kidnapping, and 351
assault
19. Conspiracy 371
21. Contempts 401
23.  Contracts 431
25. Counterfeiting and forgery 470
26. Criminal street gangs 521
27. Customs 541
29. Elections and palitical activities 591
31. Embezzlement and theft 641

33. Emblems, insignia, and names 700
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35. Escape and rescue 751
37. Espionage and censor ship 791
39.  Explosives and combustibles 2 831
40. Importation, manufacture, distribution and stor age of explosive materials 841
41. Extortion and threats 871
42. Extortionate credit transactions 891
43. False per sonation 911
44, Firearms 921
45, Foreign relations 951
46. Forfeiture 981
47. Fraud and false statements 1001
49, Fugitives from justice 1071
50. Gambling 1081
50A. Genocide 1091
51. Homicide 1111
53. Indians 1151
55. Kidnapping 1201
57. Labor 1231
59. Liquor traffic 1261
61. Lotteries 1301
63.  Mail fraud 2 1341
65. M alicious mischief 1361
67. Military and Navy 1381
[68. Repealed.]

69. Nationality and citizenship 1421
71. Obscenity 1460
73. Obstruction of justice 1501
74. Partial-birth abortions 1531
75. Passports and visas 1541
77. Peonage, savery, and trafficking in persons 1581
79. Perjury 1621
81. Piracy and privateering 1651
83. Postal service 1691
84. Presidential and Presidential staff assassination, kidnapping, and assault 1751
85. Prison-made goods 1761
87. Prisons 1791
88. Privacy 1801
[89. Repealed.]

0. Protection of trade secrets 1831
90A. Protection of unborn children 1841
91. Public lands 1851
93. Public officersand employees 1901
95. Racketeering 1951
96. Racketeer influenced and corrupt organizations 1961
97. Railroad carriersand masstransportation systems on land, on water, or 1991

through theair
[99. Repealed.]

101. Recordsand reports 2071
102. Riots 2101
103. Robbery and burglary 2111

105. Sabotage 2151
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107. Seamen and stowaways 2191
109. Searchesand seizures 2231
109A. Sexual abuse 2241
109B. Sex offender and crimes against children registry 2250
110. Sexual exploitation and other abuse of children 2251
110A. Domestic violence and stalking 2261
111.  Shipping 2271
111A. Destruction of, or interference with, vessels or maritimefacilities 2290
113.  Stolen property 2311
113A. Telemarketing and email marketing fraud 2325
113B. Terrorism 2331
113C. Torture 2340
114.  Traffickingin contraband cigarettes and smokeless tobacco 2341
115. Treason, sedition, and subver sive activities 2381
117. Transportation for illegal sexual activity and related crimes 2421
118. War crimes 2441
119. Wireand electronic communicationsinter ception and inter ception of oral 2510
communications 4
121. Stored wire and electronic communications and transactional recor ds access 2701

123.  Prohibition on release and use of certain personal information from State motor 2721
vehiclerecords
EDITORIAL NOTES

AMENDMENTS

2020—Pub. L. 116-260, div. O, title X, 81003(a), Dec. 27, 2020, 134 Stat. 2156, struck out item for chapter
89 "Professions and occupations'.

2017—Pub. L. 115-70, title IV, 8402(b)(1), Oct. 18, 2017, 131 Stat. 1214, substituted "Telemarketing and
email marketing fraud" for "Telemarketing fraud" in item for chapter 113A.

2006—Pub. L. 109-248, title |, 8141(a)(2), duly 27, 2006, 120 Stat. 602, added item for chapter 109B.

Pub. L. 109177, title |, 8121(g)(4)(B), Mar. 9, 2006, 120 Stat. 224, which directed amendment of table of
chapters at the beginning of part | of thistitle by striking item relating to "section 114" and inserting new item
114, was executed by adding item for chapter 114 and striking item for former chapter 114 "Trafficking in
Contraband Cigarettes', to reflect the probable intent of Congress.

Pub. L. 109-177, title |, 8110(b)(2), title 11, 8306(b), Mar. 9, 2006, 120 Stat. 208, 239, substituted
"Railroad carriers and mass transportation systems on land, on water, or through the air” for "Railroads’ in
item for chapter 97 and added item for chapter 111A.

2004—Pub. L. 108-495, 82(b), Dec. 23, 2004, 118 Stat. 4000, added item for chapter 88.

Pub. L. 108-212, 82(b), Apr. 1, 2004, 118 Stat. 569, added item for chapter 90A.

2003—Pub. L. 108-193, 85(c)(2), Dec. 19, 2003, 117 Stat. 2880, substituted "Peonage, slavery, and
trafficking in persons" for "Peonage and slavery" in item for chapter 77.

Pub. L. 108-105, 8§3(b), Nov. 5, 2003, 117 Stat. 1208, added item for chapter 74.

2002—Pub. L. 107-273, div. B, title IV, 84002(c)(1), (€)(5), Nov. 2, 2002, 116 Stat. 1808, 1810,
substituted "2721" for "2271" in item for chapter 123 and repealed amendment by Pub. L. 104-294,
8601(j)(2)(A). See 1996 Amendment note below.

1998—Pub. L. 105-277, div. 1, title 11, 8201(b)(2), Oct. 21, 1998, 112 Stat. 2681-871, added item for
chapter 11B.

1996—Pub. L. 104294, title |, 8101(b), title VI, 88601(j)(2)(B), 605(c), (p)(3), Oct. 11, 1996, 110 Stat.
3491, 3501, 3509, 3510, substituted "1461" for "1460" in item for chapter 71, added item for chapter 90, and
substituted "2340" for "2340." in item for chapter 113C and "2441" for "2401" in item for chapter 118.

Pub. L. 104-201, div. A, title X, 81069(b)(4), Sept. 23, 1996, 110 Stat. 2656, inserted "and stalking" after
"violence" in item for chapter 110A.

Pub. L. 104-192, §82(b), Aug. 21, 1996, 110 Stat. 2104, added item for chapter 118.

Pub. L. 104132, title 111, 8303(c)(2), Apr. 24, 1996, 110 Stat. 1253, redesignated item 113B, relating to
torture, as 113C. Pub. L. 104294, title VI, 8601(j)(2)(A), Oct. 11, 1996, 110 Stat. 3501, which amended
analysisidentically, was repealed by Pub. L. 107-273, div. B., title IV, 84002(c)(1), Nov. 2, 2002, 116 Stat.
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CHAPTER 90—PROTECTION OF TRADE SECRETS

Sec.

1831. Economic espionage.

1832. Theft of trade secrets.

1833. Exceptions to prohibitions.

1834. Criminal forfeiture.

1835. Ordersto preserve confidentiality.

1836. Civil proceedings.

1837. Applicability to conduct outside the United States.
1838. Construction with other laws.

1839. Definitions.

EDITORIAL NOTES

AMENDMENTS
2016—Pub. L. 114153, §2(d)(2), May 11, 2016, 130 Stat. 381, substituted "Civil proceedings' for "Civil
proceedings to enjoin violations" in item 1836.
2002—Pub. L. 107-273, div. B, title IV, 84002(f)(1), Nov. 2, 2002, 116 Stat. 1811, substituted
"Applicability to conduct” for "Conduct” initem 1837.

§1831. Economic espionage

() IN GENERAL.—Whoever, intending or knowing that the offense will benefit any foreign
government, foreign instrumentality, or foreign agent, knowingly—

(1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud,
artifice, or deception obtains a trade secret;

(2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads,
alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or
conveys atrade secret;

(3) receives, buys, or possesses a trade secret, knowing the same to have been stolen or
appropriated, obtained, or converted without authorization;

(4) attempts to commit any offense described in any of paragraphs (1) through (3); or

(5) conspires with one or more other persons to commit any offense described in any of
paragraphs (1) through (3), and one or more of such persons do any act to effect the object of the
conspiracy,

shall, except as provided in subsection (b), be fined not more than $5,000,000 or imprisoned not
more than 15 years, or both.

(b) ORGANIZATIONS.—AnNy organization that commits any offense described in subsection (a)
shall be fined not more than the greater of $10,000,000 or 3 times the value of the stolen trade secret
to the organization, including expenses for research and design and other costs of reproducing the
trade secret that the organization has thereby avoided.

(Added Pub. L. 104-294, title |, 8101(a), Oct. 11, 1996, 110 Stat. 3488; amended Pub. L. 112—-269,
82, Jan. 14, 2013, 126 Stat. 2442.)

EDITORIAL NOTES

AMENDMENTS

2013—Subsec. (a). Pub. L. 112269, §2(a), substituted "not more than $5,000,000" for "not more than
$500,000" in concluding provisions.
Subsec. (b). Pub. L. 112269, §2(b), substituted "not more than the greater of $10,000,000 or 3 times the
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value of the stolen trade secret to the organization, including expenses for research and design and other costs
of reproducing the trade secret that the organization has thereby avoided" for "not more than $10,000,000".

81832. Theft of trade secrets

(a) Whoever, with intent to convert a trade secret, that is related to a product or service used in or
intended for use in interstate or foreign commerce, to the economic benefit of anyone other than the
owner thereof, and intending or knowing that the offense will, injure any owner of that trade secret,
knowingly—

(1) steals, or without authorization appropriates, takes, carries away, or conceals, or by fraud,
artifice, or deception obtains such information;

(2) without authorization copies, duplicates, sketches, draws, photographs, downloads, uploads,
alters, destroys, photocopies, replicates, transmits, delivers, sends, mails, communicates, or
conveys such information;

() receives, buys, or possesses such information, knowing the same to have been stolen or
appropriated, obtained, or converted without authorization;

(4) attempts to commit any offense described in paragraphs (1) through (3); or

(5) conspires with one or more other persons to commit any offense described in paragraphs (1)
through (3), and one or more of such persons do any act to effect the object of the conspiracy,

shall, except as provided in subsection (b), be fined under this title or imprisoned not more than 10
years, or both.

(b) Any organization that commits any offense described in subsection (a) shall be fined not more
than the greater of $5,000,000 or 3 times the value of the stolen trade secret to the organization,
including expenses for research and design and other costs of reproducing the trade secret that the
organization has thereby avoided.

(Added Pub. L. 104-294, title |, §101(a), Oct. 11, 1996, 110 Stat. 3489; amended Pub. L. 112-236,
82, Dec. 28, 2012, 126 Stat. 1627; Pub. L. 114-153, 83(a)(1), May 11, 2016, 130 Stat. 382.)

EDITORIAL NOTES

AMENDMENTS

2016—Subsec. (b). Pub. L. 114-153 substituted "the greater of $5,000,000 or 3 times the value of the stolen
trade secret to the organization, including expenses for research and design and other costs of reproducing the
trade secret that the organization has thereby avoided" for "$5,000,000".

2012—Subsec. (). Pub. L. 112236 substituted "a product or service used in or intended for usein” for "or
included in aproduct that is produced for or placed in" in introductory provisions.

STATUTORY NOTESAND RELATED SUBSIDIARIES

REPORT ON THEFT OF TRADE SECRETS OCCURRING ABROAD

Pub. L. 114153, 84, May 11, 2016, 130 Stat. 382, which requires biannua reports on the theft of trade
secrets of United States companies occurring outside of the United States, was editorially reclassified as
section 41310 of Title 34, Crime Control and Law Enforcement.

§1833. Exceptionsto prohibitions

(@) IN GENERAL.—This chapter does not prohibit or create a private right of action for—

(1) any otherwise lawful activity conducted by a governmental entity of the United States, a
State, or a political subdivision of a State; or

(2) the disclosure of atrade secret in accordance with subsection (b).
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(b) IMMUNITY FROM LIABILITY FOR CONFIDENTIAL DISCLOSURE OF A TRADE
SECRET TO THE GOVERNMENT OR IN A COURT FILING.—
(1) IMMUNITY.—An individual shall not be held criminally or civilly liable under any Federal
or State trade secret law for the disclosure of atrade secret that—
(A) ismade—
() in confidence to a Federal, State, or local government official, either directly or
indirectly, or to an attorney; and
(i1) solely for the purpose of reporting or investigating a suspected violation of law; or

(B) ismade in acomplaint or other document filed in alawsuit or other proceeding, if such
filing is made under seal.

(2) USE OF TRADE SECRET INFORMATION IN ANTI-RETALIATION LAWSUIT.—AnN
individual who files alawsuit for retaliation by an employer for reporting a suspected violation of
law may disclose the trade secret to the attorney of the individual and use the trade secret
information in the court proceeding, if the individual—

(A) files any document containing the trade secret under seal; and
(B) does not disclose the trade secret, except pursuant to court order.

(3) NOTICE.—

(A) IN GENERAL.—AnN employer shall provide notice of the immunity set forth in this
subsection in any contract or agreement with an employee that governs the use of atrade secret
or other confidentia information.

(B) POLICY DOCUMENT.—AnN employer shall be considered to be in compliance with the
notice requirement in subparagraph (A) if the employer provides a cross-reference to a policy
document provided to the employee that sets forth the employer's reporting policy for a
suspected violation of law.

(C) NON-COMPLIANCE.—If an employer does not comply with the notice requirement in
subparagraph (A), the employer may not be awarded exemplary damages or attorney fees under
subparagraph (C) or (D) of section 1836(b)(3) in an action against an employee to whom notice
was not provided.

(D) APPLICABILITY.—This paragraph shall apply to contracts and agreements that are
entered into or updated after the date of enactment of this subsection.

(4) EMPLOY EE DEFINED.—For purposes of this subsection, the term "employee" includes
any individual performing work as a contractor or consultant for an employer.

(5) RULE OF CONSTRUCTION.—Except as expressly provided for under this subsection,
nothing in this subsection shall be construed to authorize, or limit liability for, an act that is
otherwise prohibited by law, such as the unlawful access of material by unauthorized means.

(Added Pub. L. 104-294, title |, §101(a), Oct. 11, 1996, 110 Stat. 3489; amended Pub. L. 114153,
§82(), 7(a), May 11, 2016, 130 Stat. 381, 384.)

EDITORIAL NOTES

REFERENCESIN TEXT

The date of enactment of this subsection, referred to in subsec. (b)(3)(D), isthe date of enactment of Pub. L.
114-153, which was approved May 11, 2016.

AMENDMENTS

2016—Pub. L. 114-153, 87(a)(1), (3), designated existing provisions as subsec. (a), inserted heading, and
added subsec. (b).

Pub. L. 114-153, 82(c), inserted "or create a private right of action for" after "prohibit" in introductory
provisions.

Subsec. (8)(2). Pub. L. 114-153, 87(a)(2), substituted "the disclosure of atrade secret in accordance with
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subsection (b)" for "the reporting of a suspected violation of law to any governmental entity of the United
States, a State, or apolitical subdivision of a State, if such entity has lawful authority with respect to that
violation".

STATUTORY NOTESAND RELATED SUBSIDIARIES

EFFECTIVE DATE OF 2016 AMENDMENT

Pub. L. 114-153, 82(e), May 11, 2016, 130 Stat. 381, provided that: "The amendments made by this section
[amending this section and sections 1836 and 1839 of thistitle] shall apply with respect to any
misappropriation of atrade secret (as defined in section 1839 of title 18, United States Code, as amended by
this section) for which any act occurs on or after the date of the enactment of this Act [May 11, 2016]."

CONSTRUCTION OF 2016 AMENDMENT

Pub. L. 114-153, 82(f), May 11, 2016, 130 Stat. 382, provided that: "Nothing in the amendments made by
this section [amending this section and sections 1836 and 1839 of thistitle] shall be construed to modify the
rule of construction under section 1838 of title 18, United States Code, or to preempt any other provision of
law."

APPLICABILITY OF SECTION 2OF PUB. L. 114-153 TO OTHER LAWS

Pub. L. 114-153, §82(g), May 11, 2016, 130 Stat. 382, provided that: "This section [amending this section
and sections 1836 and 1839 of thistitle and enacting provisions set out as notes under this section] and the
amendments made by this section shall not be construed to be alaw pertaining to intellectual property for
purposes of any other Act of Congress.”

81834. Criminal forfeiture

Forfeiture, destruction, and restitution relating to this chapter shall be subject to section 2323, to
the extent provided in that section, in addition to any other similar remedies provided by law.

(Added Pub. L. 104294, title I, 8101(a), Oct. 11, 1996, 110 Stat. 3489; amended Pub. L. 110403,
title 11, 8207, Oct. 13, 2008, 122 Stat. 4263.)

EDITORIAL NOTES

AMENDMENTS

2008—Pub. L. 110403 amended section generally. Prior to amendment, section related to forfeiture of
property either derived from or used to commit aviolation of this chapter.

81835. Ordersto preserve confidentiality

(@) IN GENERAL.—In any prosecution or other proceeding under this chapter, the court shall
enter such orders and take such other action as may be necessary and appropriate to preserve the
confidentiality of trade secrets, consistent with the requirements of the Federal Rules of Criminal and
Civil Procedure, the Federal Rules of Evidence, and all other applicable laws. An interlocutory
appeal by the United States shall lie from adecision or order of adistrict court authorizing or
directing the disclosure of any trade secret.

(b) RIGHTS OF TRADE SECRET OWNERS.—The court may not authorize or direct the
disclosure of any information the owner asserts to be a trade secret unless the court alows the owner
the opportunity to file a submission under seal that describes the interest of the owner in keeping the
information confidential. No submission under seal made under this subsection may be used in a
prosecution under this chapter for any purpose other than those set forth in this section, or otherwise
required by law. The provision of information relating to atrade secret to the United States or the
court in connection with a prosecution under this chapter shall not constitute a waiver of trade secret
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protection, and the disclosure of information relating to atrade secret in connection with a
prosecution under this chapter shall not constitute a waiver of trade secret protection unless the trade
secret owner expressly consents to such waiver.

(Added Pub. L. 104-294, title |, §101(a), Oct. 11, 1996, 110 Stat. 3490; amended Pub. L. 114153,
§3(a)(2), May 11, 2016, 130 Stat. 382.)

EDITORIAL NOTES

REFERENCESIN TEXT
The Federal Rules of Criminal Procedure, referred to in subsec. (a), are set out in the Appendix to thistitle.
The Federal Rules of Civil Procedure, referred to in subsec. (@), are set out in the Appendix to Title 28,
Judiciary and Judicial Procedure.
The Federa Rules of Evidence, referred to in subsec. (), are set out in the Appendix to Title 28.

AMENDMENTS

2016—Pub. L. 114-153 designated existing provisions as subsec. (a), inserted heading, and added subsec.
(b).

§1836. Civil proceedings

(a) The Attorney General may, in acivil action, obtain appropriate injunctive relief against any
violation of this chapter.

(b) PRIVATE CIVIL ACTIONS.—

(1) IN GENERAL.—AnN owner of atrade secret that is misappropriated may bring acivil action
under this subsection if the trade secret is related to a product or service used in, or intended for
usein, interstate or foreign commerce.

(2) CIVIL SEIZURE.—

(A) IN GENERAL.—

(i) APPLICATION.—Based on an affidavit or verified complaint satisfying the
requirements of this paragraph, the court may, upon ex parte application but only in
extraordinary circumstances, issue an order providing for the seizure of property necessary to
prevent the propagation or dissemination of the trade secret that is the subject of the action.

(i) REQUIREMENTS FOR ISSUING ORDER.—The court may not grant an application
under clause (i) unless the court finds that it clearly appears from specific facts that—

() an order issued pursuant to Rule 65 of the Federal Rules of Civil Procedure or
another form of equitable relief would be inadequate to achieve the purpose of this
paragraph because the party to which the order would be issued would evade, avoid, or
otherwise not comply with such an order;

(I1) an immediate and irreparable injury will occur if such seizure is not ordered;

(111) the harm to the applicant of denying the application outweighs the harm to the
legitimate interests of the person against whom seizure would be ordered of granting the
application and substantially outweighs the harm to any third parties who may be harmed
by such seizure;

(V) the applicant is likely to succeed in showing that—

(ad) the information is atrade secret; and
(bb) the person against whom seizure would be ordered—
(AA) misappropriated the trade secret of the applicant by improper means; or
(BB) conspired to use improper means to misappropriate the trade secret of the
applicant;

(V) the person against whom seizure would be ordered has actual possession of—
(aa) the trade secret; and
(bb) any property to be seized;
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(V1) the application describes with reasonable particularity the matter to be seized and,
to the extent reasonable under the circumstances, identifies the location where the matter is
to be seized;

(V1) the person against whom seizure would be ordered, or persons acting in concert
with such person, would destroy, move, hide, or otherwise make such matter inaccessible
to the court, if the applicant were to proceed on notice to such person; and

(V1) the applicant has not publicized the requested seizure.

(B) ELEMENTS OF ORDER.—If an order isissued under subparagraph (A), it shall—

(i) set forth findings of fact and conclusions of law required for the order;

(i) provide for the narrowest seizure of property necessary to achieve the purpose of this
paragraph and direct that the seizure be conducted in a manner that minimizes any
interruption of the business operations of third parties and, to the extent possible, does not
interrupt the legitimate business operations of the person accused of misappropriating the
trade secret;

(i11)(I) be accompanied by an order protecting the seized property from disclosure by
prohibiting access by the applicant or the person against whom the order is directed, and
prohibiting any copies, in whole or in part, of the seized property, to prevent undue damage
to the party against whom the order has issued or others, until such parties have an
opportunity to be heard in court; and

(I1) provide that if access is granted by the court to the applicant or the person against
whom the order is directed, the access shall be consistent with subparagraph (D);

(iv) provide guidance to the law enforcement officials executing the seizure that clearly
delineates the scope of the authority of the officias, including—

(1) the hours during which the seizure may be executed; and
(I1) whether force may be used to access locked aress;

(v) set adate for a hearing described in subparagraph (F) at the earliest possible time, and
not later than 7 days after the order has issued, unless the party against whom the order is
directed and others harmed by the order consent to another date for the hearing, except that a
party against whom the order hasissued or any person harmed by the order may move the
court at any time to dissolve or modify the order after giving notice to the applicant who
obtained the order; and

(vi) require the person obtaining the order to provide the security determined adequate by
the court for the payment of the damages that any person may be entitled to recover asa
result of awrongful or excessive seizure or wrongful or excessive attempted seizure under

this paragraph.

(C) PROTECTION FROM PUBLICITY.—The court shall take appropriate action to protect
the person against whom an order under this paragraph is directed from publicity, by or at the
behest of the person obtaining the order, about such order and any seizure under such order.

(D) MATERIALSIN CUSTODY OF COURT.—

(i) IN GENERAL.—AnNy materials seized under this paragraph shall be taken into the
custody of the court. The court shall secure the seized material from physical and electronic
access during the seizure and while in the custody of the court.

(i) STORAGE MEDIUM .—If the seized material includes a storage medium, or if the
seized material is stored on a storage medium, the court shall prohibit the medium from being
connected to a network or the Internet without the consent of both parties, until the hearing
required under subparagraph (B)(v) and described in subparagraph (F).

(iii) PROTECTION OF CONFIDENTIALITY.—The court shall take appropriate
measures to protect the confidentiality of seized materials that are unrelated to the trade secret
information ordered seized pursuant to this paragraph unless the person against whom the
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order is entered consents to disclosure of the material.

(iv) APPOINTMENT OF SPECIAL MASTER.—The court may appoint a special master
to locate and isolate all misappropriated trade secret information and to facilitate the return of
unrelated property and data to the person from whom the property was seized. The special
master appointed by the court shall agree to be bound by a non-disclosure agreement
approved by the court.

(E) SERVICE OF ORDER.—The court shall order that service of a copy of the order under
this paragraph, and the submissions of the applicant to obtain the order, shall be made by a
Federal law enforcement officer who, upon making service, shall carry out the seizure under the
order. The court may allow State or local law enforcement officials to participate, but may not
permit the applicant or any agent of the applicant to participate in the seizure. At the request of
law enforcement officials, the court may allow atechnical expert who is unaffiliated with the
applicant and who is bound by a court-approved non-disclosure agreement to participate in the
seizureif the court determines that the participation of the expert will aid the efficient execution
of and minimize the burden of the seizure.

(F) SEIZURE HEARING.—

(i) DATE.—A court that issues a seizure order shall hold a hearing on the date set by the
court under subparagraph (B)(v).

(i) BURDEN OF PROOF.—At a hearing held under this subparagraph, the party who
obtained the order under subparagraph (A) shall have the burden to prove the facts supporting
the findings of fact and conclusions of law necessary to support the order. If the party failsto
meet that burden, the seizure order shall be dissolved or modified appropriately.

(iii) DISSOLUTION OR MODIFICATION OF ORDER.—A party against whom the
order has been issued or any person harmed by the order may move the court at any time to
dissolve or modify the order after giving notice to the party who obtained the order.

(iv) DISCOVERY TIME LIMITS.—The court may make such orders modifying the time
limits for discovery under the Federal Rules of Civil Procedure as may be necessary to
prevent the frustration of the purposes of a hearing under this subparagraph.

(G) ACTION FOR DAMAGE CAUSED BY WRONGFUL SEIZURE.—A person who
suffers damage by reason of awrongful or excessive seizure under this paragraph has a cause of
action against the applicant for the order under which such seizure was made, and shall be
entitled to the samerelief asis provided under section 34(d)(11) of the Trademark Act of 1946
(15 U.S.C. 1116(d)(11)). The security posted with the court under subparagraph (B)(vi) shall
not limit the recovery of third parties for damages.

(H) MOTION FOR ENCRY PTION.—A party or a person who claims to have an interest in
the subject matter seized may make amotion at any time, which may be heard ex parte, to
encrypt any material seized or to be seized under this paragraph that is stored on a storage
medium. The motion shall include, when possible, the desired encryption method.

(3) REMEDIES.—In acivil action brought under this subsection with respect to the
misappropriation of atrade secret, a court may—
(A) grant an injunction—
(i) to prevent any actual or threatened misappropriation described in paragraph (1) on such
terms as the court deems reasonabl e, provided the order does not—

(I prevent a person from entering into an employment relationship, and that conditions
placed on such employment shall be based on evidence of threatened misappropriation and
not merely on the information the person knows; or

(1) otherwise conflict with an applicable State law prohibiting restraints on the practice
of alawful profession, trade, or business;

(ii) if determined appropriate by the court, requiring affirmative actions to be taken to
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protect the trade secret; and

(iii) in exceptional circumstances that render an injunction inequitable, that conditions
future use of the trade secret upon payment of a reasonable royalty for no longer than the
period of time for which such use could have been prohibited;

(B) award—

()(1) damages for actual loss caused by the misappropriation of the trade secret; and

(I1) damages for any unjust enrichment caused by the misappropriation of the trade secret
that is not addressed in computing damages for actual loss; or

(i) in lieu of damages measured by any other methods, the damages caused by the
misappropriation measured by imposition of liability for a reasonable royalty for the
misappropriator's unauthorized disclosure or use of the trade secret;

(C) if the trade secret iswillfully and maliciously misappropriated, award exemplary
damages in an amount not more than 2 times the amount of the damages awarded under
subparagraph (B); and

(D) if aclaim of the misappropriation is made in bad faith, which may be established by
circumstantial evidence, a motion to terminate an injunction is made or opposed in bad faith, or
the trade secret was willfully and maliciously misappropriated, award reasonable attorney's fees
to the prevailing party.

(c) JURISDICTION.—The district courts of the United States shall have original jurisdiction of
civil actions brought under this section.

(d) PERIOD OF LIMITATIONS.—A civil action under subsection (b) may not be commenced
later than 3 years after the date on which the misappropriation with respect to which the action would
relate is discovered or by the exercise of reasonable diligence should have been discovered. For
purposes of this subsection, a continuing misappropriation constitutes a single claim of
misappropriation.

(Added Pub. L. 104294, title |, 8101(a), Oct. 11, 1996, 110 Stat. 3490; amended Pub. L. 107-273,
div. B, title 1V, 84002(€)(9), Nov. 2, 2002, 116 Stat. 1810; Pub. L. 114-153, §2(a), (d)(1), May 11,
2016, 130 Stat. 376, 381.)

EDITORIAL NOTES

REFERENCESIN TEXT

The Federa Rules of Civil Procedure, referred to in subsec. (b)(2)(A)(ii)(1), (F)(iv), are set out in the
Appendix to Title 28, Judiciary and Judicial Procedure.

AMENDMENTS

2016—Pub. L. 114-153, §82(d)(1), substituted "Civil proceedings" for "Civil proceedings to enjoin
violations" in section catchline.

Subsecs. (b) to (d). Pub. L. 114-153, 82(a), added subsecs. (b) to (d) and struck out former subsec. (b)
which read as follows:. "The district courts of the United States shall have exclusive original jurisdiction of
civil actions under this section."

2002—Subsec. (a). Pub. L. 107-273, 84002(e)(9)(A), substituted "this chapter” for "this section”.

Subsec. (b). Pub. L. 107-273, 84002(e)(9)(B), substituted "this section” for "this subsection".

STATUTORY NOTESAND RELATED SUBSIDIARIES

EFFECTIVE DATE OF 2016 AMENDMENT
Amendment by Pub. L. 114-153 applicable with respect to any misappropriation of atrade secret (as
defined in section 1839 of thistitle) for which any act occurs on or after May 11, 2016, see section 2(€) of
Pub. L. 114-153, set out as a note under section 1833 of thistitle.
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81837. Applicability to conduct outside the United States

This chapter also applies to conduct occurring outside the United States if—

(1) the offender is anatural person who is acitizen or permanent resident alien of the United
States, or an organization organized under the laws of the United States or a State or political
subdivision thereof; or

(2) an act in furtherance of the offense was committed in the United States.

(Added Pub. L. 104294, title |, 8101(a), Oct. 11, 1996, 110 Stat. 3490.)

§1838. Construction with other laws

Except as provided in section 1833(b), this chapter shall not be construed to preempt or displace
any other remedies, whether civil or criminal, provided by United States Federal, State,
commonwealth, possession, or territory law for the misappropriation of atrade secret, or to affect the
otherwise lawful disclosure of information by any Government employee under section 552 of title 5
(commonly known as the Freedom of Information Act).

(Added Pub. L. 104-294, title |, §101(a), Oct. 11, 1996, 110 Stat. 3490; amended Pub. L. 114-153,
§7(b), May 11, 2016, 130 Stat. 385.)

EDITORIAL NOTES

AMENDMENTS

2016—Pub. L. 114-153 substituted "Except as provided in section 1833(b), this chapter" for "This
chapter".

81839. Definitions

Asused in this chapter—

(1) the term "foreign instrumentality” means any agency, bureau, ministry, component,
ingtitution, association, or any legal, commercial, or business organization, corporation, firm, or
entity that is substantially owned, controlled, sponsored, commanded, managed, or dominated by a
foreign government;

(2) the term "foreign agent” means any officer, employee, proxy, servant, delegate, or
representative of aforeign government;

(3) the term "trade secret” means all forms and types of financial, business, scientific, technical,
economic, or engineering information, including patterns, plans, compilations, program devices,
formulas, designs, prototypes, methods, techniques, processes, procedures, programs, or codes,
whether tangible or intangible, and whether or how stored, compiled, or memorialized physically,
electronically, graphically, photographically, or in writing if—

(A) the owner thereof has taken reasonable measures to keep such information secret; and

(B) the information derives independent economic value, actual or potential, from not being
generally known to, and not being readily ascertainable through proper means by, another
person who can obtain economic value from the disclosure or use of the information;

(4) the term "owner", with respect to atrade secret, means the person or entity in whom or in
which rightful legal or equitable title to, or license in, the trade secret is reposed;

(5) the term "misappropriation” means—

(A) acquisition of atrade secret of another by a person who knows or has reason to know that
the trade secret was acquired by improper means; or

(B) disclosure or use of atrade secret of another without express or implied consent by a
person who—

(i) used improper means to acquire knowledge of the trade secret;
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(ii) at the time of disclosure or use, knew or had reason to know that the knowledge of the
trade secret was—

(1) derived from or through a person who had used improper means to acquire the trade
Secret;

(1) acquired under circumstances giving rise to aduty to maintain the secrecy of the
trade secret or limit the use of the trade secret; or

(111) derived from or through a person who owed a duty to the person seeking relief to
maintain the secrecy of the trade secret or limit the use of the trade secret; or

(iii) before amateria change of the position of the person, knew or had reason to know
that—
(I the trade secret was a trade secret; and
(I1) knowledge of the trade secret had been acquired by accident or mistake;

(6) the term "improper means'—

(A) includes theft, bribery, misrepresentation, breach or inducement of a breach of aduty to
maintain secrecy, or espionage through electronic or other means; and

(B) does not include reverse engineering, independent derivation, or any other lawful means
of acquisition; and

(7) the term "Trademark Act of 1946" meansthe Act entitled "An Act to provide for the
registration and protection of trademarks used in commerce, to carry out the provisions of certain
international conventions, and for other purposes 1, approved July 5, 1946 (15 U.S.C. 1051 et seq.)
(commonly referred to as the 'Trademark Act of 1946 or the 'Lanham Act')" 1.

(Added Pub. L. 104-294, title |, §101(a), Oct. 11, 1996, 110 Stat. 3490; amended Pub. L. 114-153,
§2(b), May 11, 2016, 130 Stat. 380.)

EDITORIAL NOTES

REFERENCESIN TEXT

The Trademark Act of 1946, referred to in par. (7), isact July 5, 1946, ch. 540, 60 Stat. 427, aso popularly
known as the Lanham Act, which is classified generally to chapter 22 (81051 et seq.) of Title 15, Commerce
and Trade. For complete classification of this Act to the Code, see Short Title note set out under section 1051
of Title 15 and Tables.

AMENDMENTS

2016—FPar. (3)(B). Pub. L. 114-153, 82(b)(1)(A), substituted "another person who can obtain economic
value from the disclosure or use of the information” for "the public”.
Pars. (5) to (7). Pub. L. 114-153, §2(b)(1)(B)—3), added pars. (5) to (7).

STATUTORY NOTESAND RELATED SUBSIDIARIES

EFFECTIVE DATE OF 2016 AMENDMENT

Amendment by Pub. L. 114-153 applicable with respect to any misappropriation of atrade secret (as
defined in this section) for which any act occurs on or after May 11, 2016, see section 2(e) of Pub. L.
114153, set out as a note under section 1833 of thistitle.

lsin original. The closing quotation marks probably should follow "purposes’ instead of

" 'Lanham Act")".
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